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PREFACE

Primary reference for user and subsystem programming on the Multiecs system
is contained in four manuals. The manuals are collectively referred to as the
Multics Programmers' Manual (MPM). Throughout this manual, references are
frequently made to the MPM. For convenience, these references will be as
follows:

Document Refer n Text As
Reference Guide MPM Reference Guide

(Order No. AG91)

Commands and Active Functions MPM Commands
(Order No. AG92)

Subroutines MPM Subrdutines
(Order No. AG93)

tem Writers' Guide MPM Subsystem Writers' Guide
(Order No. AK92)

The MPM Reference Guide contains general information about the Multics
command and programming environments. It also defines items used throughout the
rest of the MPM. And, in addition, describes such subjects as the command
language, the storage system, and the input/output system.

The MPM Commands is organized into four sections. Section I contains a
list of the Multics command repertoire, arranged functionally. It also contains
a discussion on constructing and interpreting names, Section II describes the
active functions. Section III contains descriptions of standard Multics
commands, inecluding the calling sequence and usage of each command. Section IV
describes the requests used to gain access to the system.

The MPM Subroutines is organized into three sections. Section I contains a
list of the subroutine repertoire, arranged functicnally. Section II contains
descriptions of the standard Multies subroutines, including the declare
statement, the calling sequence, and usage of each. Section III contains the
descriptions of the I/0 modules.

The MPM Subsystem Writers' Guide is a reference of interest to compiler
writers and writers of sophisticated subsystems. It documents user-accessible
modules that allow the user to bypass standard Multies facilities. The
interfaces thus documented are a level deeper into the system than those
required by the majority of users.

AGY1
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Examples of specialized subsystems for which construction woula require
reference to the MPM Subsystem Writers' Guide are:

A subsystem that precisely imitates the command environment of sowe
system other than Multics.

A subsystem intended to enforce restrictions on the services avallable
to a set of users (e.g., an APL-only subsystem for use in an academic
class).,

A subsystem that protects some kind of information in a way not easily
expressible with ordinary access control lists (e.g., a proprietary
linear programming system, or an administrative data base system that
permits access only to program-defined, aggregated information such as
averages and correlations).

Several cross-reference facilities help locate information:

Each manual has a table of contents that identifies the material
(either the name of the section and subsection or an alphabetically
ordered list of command and subroutine names) by page number.

Each manual contains an index that lists items by name and page number.
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SECTION I

MULTICS CONCEPTS AND CHARACTERISTICS

The first part of this section is a brief introduction to the Multics
system. Many items mentioned here are described in detail in other sections of
this manual. Refer to the contents and index of this document to locate desired
information. When necessary, the user is referred to other manuals.

The second part of this section is a glossary of Multies terms. A
reference that vrefers the reader to either a section of this manual or to
another manual is supplied with most of the terms defined.

HISTORY QF MULTICS

The Multies system is a general purpose computer system developed by the
Massachusetts Institute of Technology and Honeywell Information Systems.
Introduced to commercial markets in January 1973, Multics was then the result of
more than 7 years of joint research on the part of the development principals.
Continued development and system enhancement is planned to extend well into the
future. Multics was implemented initially on the Honeywell Model 645 computer
system, an enhanced relative of the Honeywell Model 635 computer system. A
transition was later made to the more advanced Honeywell Model 6180 computer
system when it became available, and now has been made to Honeywell's
top-of-the=line Series 60/Level 68 system.

SYSTEM CONCEPTS

Multies is a wunique combination of hardware, software, communications
capabilities, and supervisory techniques. The system hardware, particularly the
central processor, 1is specifically designed for the Multics operating system.
The system provides capabilities that have long been sought by research,
government, academic, and network-oriented computer users =- those sophisticated
users who require unique security, system development, and centralized data base
features.

Setting Multiecs apart from other offerings in the general purpose computer
market 1s its ability to provide total resources on demand. Computer systems
previously have been measured in terms of memory size, speed, and hardware cost,
but Multies 1is gauged by its ability to provide the most cost-efficient
environment for problem solving. Productivity of the system is high because all
Multics software -- including the operating system supervisor, user programs,
and data files -- 1is free of main memory constraints and of any particular
hardware configuration.
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An ability to share data within the framework of a general purpose,
time-sharing system, is a vital feature of Multics that can be directly applied
to administrative problems, applications requiring a multiuser accessible data
base, and general application of the computer to very complicated problems. The
attention paid to mechanisms to provide and contreol privacy is of direct
interest for many applications dealing with proprietary information.

Multics offers a number of additional capabilities that go well beyond
those provided by many other systems. Those which are most significant from a
user's point of view are described in this section. Perhaps the most important
aspect of all 1is that a single system comprises all of these capabilities
simultaneously. The major design concepts of the Multics system include:

¢ Virtual memory designed to make addressable memory seem virtually
infinite

® Selective sharing of information through controlled access that 1is
regulated by both software and hardware

® Security mechanisms enforced by hardware: this includes the Multics
ring structure

] Structural administration, allowing decentralized control and
management of system resources

& Flexible user interfaces, allowing a wide variety of programming
environments

® Remote terminals as the normal mode of system access

] Efficient service to all users whether their use of system resources

is very large or very small

'] Continuous operation through the use of dynamic hardware configuration
techniques and online software maintenance and system administration

° Open-ended, modular system design that anticipates the evolution of
technological improvements and the expansion of user requirements

SYSTEM CHARACTERISTICS

The following ﬁaragraphs describe, in more detail, the major
characteristics of the Multics system. These characteristics are integral parts
of the Multics system and cannot be separated from the system -- yet in many

instances, use of these capabilities is optional to the individual user.

e ts

The segment is the unit of storage of the Multics storage system analogous
to a file on other systems. A segment can range in size from 0 to 256K 36-bit
words. On Multies, all information is grouped into nondirectory and directory
segments. A nondirectory segment 1is a collection of instructions or data
specified by a user. A directory segment is a catalog of subordinate segments,
created and maintained by users via the supervisor. Each directory segment also
lists the attributes including length, secondary storage address, date and time
of creation, and access restrictions for each segment cataloged. The directory
concept is the key to several Multics features including storage structure,
administirative control, search rules, and naming conventions.
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A user can create a segment by issuing a command (e.g., create) from
command level or via a call statement from within a program. A user has control
over every segment he creates., The segment attributes mentioned above provide
the wuser with extensive control over the manipulation and sharing of the
segments he creates. (See "Selective Sharing" below.) A user may specify the
individuals who have access to his segments. Also levels of protection (rings)
can be specified as a further control over the same segments,

Virtual Memory

The Multics virtual memory makes all segments in the storage system
directly addressable. An address in Multies, as used by the hardware, consists
of two components: the first identifies a segment and is called a segment
number; the other specifies a location within that segment.

A segment number 1is assigned by the supervisor and associated with the
specified segment by user request, provided the user has the necessary access
privileges. This request 1is often done implicitly as part of some other
supervisor function.

Once a segment number has been provided by the supervisor, user software
can reference the segment directly with appropriate machine instructions. The
data or code of the segment so referenced is automatically brought into main
memory, if necessary, so that the processor can use it.

Since the physical movement of information between secondary storage and
main memory is totally automatic, it is of no concern to the programmer when he
is econstructing his application. A user does not have to be concerned with
where and on what devices his segments reside. Because of the demand paging
technique described below, users need not be concerned about overlaying or
partitioning program modules to satisfy limited main memory resources. Since
conventional dinput/output 1s not required, programming on Multics is greatly
simplified.

Faging

Since segments can be different sizes, it may be impractical to have an
entire segment in main memory when in use. Therefore Multics segments are
automatically subdivided into fixed-size (1024 words) storage wunits <called

pages. When a segment 1is referenced, the page referenced is automatically
retrieved from secondary storage and placed in any available "frame" in main
memory. When main memory is filled and more frames are needed, some pages have

to be displaced. Pages not used recently are moved to secondary storage so that
new pages may be transferred to main memory.

Address mapping at the hardware level allows the system to determine
whether or not a page of a referenced segment is in main memory. If the page is
net in main memory, a missing page exception occurs (called a "page fault").
The system software intervenes at this point and processes the page fault by
locating the desired page of the storage system in secondary storage and
transferring it to main memory. This procedure is automatic; and the time
involved 1is not noticeable to the user. During this phase, the process that
generated the page fault may relinquish control of the processor and the system
may dispatch the processor to another process. (See "Process" below.) Once the
page deoces arrive in main memory, the system notifies the "waited" process and
schedules it for continued execution. Consequently, only those pages that are
currently needed are in main memory at any one time.

o AG91



Pr S5

A process may be defined as how the system is seen by a logged-in user; in
essence, a user's process is the user's (virtual) machine. Multiprogramming
multiplexes real processors among users' processes. A user's process executes
programs sequentially. A user's process also has an address space. Each
process can directly reference only those segments that have been assigned a
segment number for that process by supervisor calls.

The system creates a process for each user at login time. (For information
on logging in and out on the system, see "How to Access the Multics System" in
the Multics Users' Guide, Order No. ALY0.) Within the constraints imposed by
the supervisor, a wuser may customize his process as desired: the commands,
command processor and environment, and translator provided by the system can all
be replaced in a user's process by his own code., A project administrator also
has the option of enforcing the use of a given process environment upon users in
his project.

Each wuser's process executes programs fairly independent of other users'
processes. Information may be shared between processes, allowing sharing of
programs and communication between processes (if desired). All processes
coexist in the system, and cannot maliciously or accidentally interfere with
each other.

SELECTIVE SHARING

Segments are data objects that exist independently of any process. The
system manages the physical location of pages of segments, If the pages are in
use, they will be in main memory. If several users have the same segment known
in their process, they will reference the same physical locations of main memory
when referencing it. Per-user "copies" or "images" of segments can be created
under special circumstances, but generally segments are shared. Hence, several
users referencing a given segment may use its contents to communicate, given
that access has been appropriately granted. Furthermore, several processes
using the same program use the same physical pages, contributing to effective
use of main memory.

Access Control List

Each segment has an access control list (ACL) that names the individuals
who have access to the segment and describes the type of access they have.
Through the ACL, a user can grant specific access to individual users or groups
of users to permit easy, controlled sharing of information. Different access
rights can be granted to different users of the same segment. The hardware
enforces access control during the execution of each individual machine
instruction.

Ac s Iscolation M ism

The access isolation mechanism (AIM) allows administrators of the system to
define several levels of privilege, which the system itself rigidly enforces.
Enforeing the separation of these levels is totally independent of other access
controls or wuser action, The wuse of this administrative mechanism ensures
privacy by preventing inadvertent or malicious disclosure of information between
these privilege levels, even by those who own the information.
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Ring Structure

A further refinement to selective sharing is provided by special hardware
that implements the Multics ring structure. Ring structure is an advanced form
of protection capability that permits the ready construction of protected data
bases. Privileged users may have complete access to the data base and can
control (by program) the information less privileged users can see.

Logiecally, the ring structure is eight concentric rings, each representing
the level of privilege accorded to procedure segments executed in that ring.
The highest level of privilege is the innermost ring, designated as ring 0; the
outermost is ring 7. Privileged ring segments, such as a supervisor and special
user subsystems, are protected from uncontrolled use by less-privileged rings.
These segments can only be used by procedures in less-privileged rings if called
via a special "gate" mechanism. The access permission checking 1is still
required, as well.

The Multics ring implementation makes it possible to:

® create protected programs and data bases for controlled use by other
users

® implement a supervisor program in rings with differing degrees of
privilege

@ debug a program in an unprivileged ring and then move it to a

privileged ring with no recompilation or modification

SYSTEM ADMINISTRATION

All information stored online on Multices is organized into a
tree-structured hierarchy. Within this hierarchy, directories catalog segments
residing below them in the tree. (See Section II, "Storage System.") The
organization of the body of users on Multics is patterned after the organization
of the storage system. Users are grouped by the system administrator into
projects, which are generally under the control of a project administrator. The
project administrator may impose special disciplines on wusers within his
project. For example, the project administrator defines the initial procedure
in a process for users under his project. The project administrator alsc
allocates storage quota to individual users based on the quota granted his
project by the system administrator. The distribution of authority between the
system administrator and project administrator results in a decentralized
control of the system. (See the System Administrator's Manual, Order No. AK50

and the Project Administrator's Manual, Order No. AK51.)

The facilities required to manage a Multies site are integrated intc the
system itself. In the area of financial control, the Multics system accounts
for use of resources on a per-user basis and organizes these accounts based upon
project and system administration. Users can be allocated quotas according to
storage space, central processor utilization, or dollar amounts based on the
current billing rates. Users, project administrators, and the system
administrator can interrogate quota amounts and usage at any time.
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USER INTERFACES

Multics has an open-ended design with a uniform interface for both
user-written and system-provided commands. The user can create or manipulate
segments residing in various wuser directories while at command level or from
within a program. Users can create commands and subsystems of arbitrary
complexity. 411 of the interfaces available to system-provided commands and
subsystems are available to the user and are documented in the MPM Subsystem
Writers' Guide,

Programming Environment

A Multics user is not restricted to the programming environment defined by
the standard system but can alter this envircnment for private use or wuse an
altered environment that a project administrator provides or imposes on him, As
an example, the project administrator may offer some of his users only a subset
of the full system (a limited service system), or he may create a completely
separate environment (a closed subsystem) that bears no resemblance to the
standard Multics environment and requires no knowledge of the Multics system
itself. These environment changes are made possible by a large number of
Multics mechanisms. Primary contributors are:

@ Modular system design that allows easy replacement of a specific
operating system module without affecting other modules

® Implementation of the system in the PL/I language, which permits easy
interfacing with operating system modules

[ Project administration features, which permit the installation and
management of a new envircnment

@ Security and protection features, which keep the environment separate
from the other users in an atmosphere of mutual protection

Programming Languages

The Multics system includes several language processors. A program written
in one of the Multics languages can call programs written in another language by
merely following appropriate calling conventions. The Multics compilers
optionally generate a symbol table that permits a user to check out his program
at the original source level with the aid of the debug, probe, and trace
commands. (For detailed information about programming on Multies in the various
programming languages, see the language manual and users' guide for the
languages in question.)

PL/I

The PL/I compiler for Multies offers a full selection of language facilties
and access to the advanced features of Multics. PL/I is the recommended
programming language for Multics users. Multics PL/I conforms to the draft
American National Standards Institute standard for the language.
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